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The fundamental aim of this article is to critically examine the mechanisms and impact 
of extremist propaganda on the Internet. This will be done by mapping the frames and 
identity concepts portrayed online as they occur in radicalization processes among 
individuals who are in some way engaged in Islamist and right-wing extremist scenes. 
A literature review will be conducted in order to provide a better understanding of ways 
in which narratives with an emphasis on violent extremism work, and why and to what 
extent they cause an impact on the target audience being exposed to extremist content on 
social media platforms. Taking into consideration a number of concepts and evidence-
based studies from recent years, alleged parallels and differences between Islamist and 
right-wing extremist narratives in German-speaking countries will be discussed, includ-
ing their key messages and media strategies of disseminating propaganda material and 
mobilizing potential members online. It will be argued that not only the inner workings 
and dynamics of co-existing narratives between these two forms of violent extremism 
share fundamental commonalities, but also reinforce and complement each other by pro-
moting the sense of an enemy through the other group and giving credibility to their 
extremist narratives in the process. This analysis has been carried out by the authors in 
the context of the project DECOUNT (“Promoting democracy and fghting extremism 
through an online counter narratives and alternative narratives campaign”), which is 
funded by the European Union’s Internal Security Fund-Police. 

1. INTRODUCTION of violent extremism. Such developments 
Throughout the last decades, a variety of appear to have a strong connection to the 
approaches emerged from different felds rapid emergence of new technologies and 
as to which could be the most effective way innovations, which have offered extrem-
to tackle issues of preventing and counter- ist and terrorist groups the capability to 
ing violent extremism and its resultant spread their propaganda and communicate 
crimes. The increasing awareness of the regularly and effectively to a global audi-
phenomenon, following the proliferation ence, leading to a signifcant shift of their 
of related occurrences around the globe, dissemination and mobilization activi-
has added new perspectives to contro- ties towards the digital space. Despite the 
versial debates about the impacts and me- overwhelming focus on the issue at hand, 
chanisms of extremist narrative exposure, however, there is little agreement on what 
through which individuals opt for a path constitutes radicalization through the ex-
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posure of extremist propaganda online and 
how, if at all, this process works. 

The use of the Internet for the dissemina-
tion and exploitation of propaganda among 
violent extremist groups has rapidly evolved 
and effectively adapted to the constant 
shift of the online environment. Since the 
inception and move towards a globalized 
network, the high potential and utility of 
social media platforms and other means 
of online communication has been fully 
acknowledged by these groups as a possi-
bility for their expansion and recruitment 
by modifying their strategies in accordance 
with the permanent change of modern tech-
nologies. Whereas in recent years, there 
has been a relatively high number of con-
ceptual and empirical fndings about po-
tential root-causes and triggers which may 
foster individual radicalization processes, 
evidence underlying the mechanisms of 
online interaction and exposure to violent 
extremist narratives for the production and 
reproduction of propaganda is fairly limited. 
As a result, the phenomenon continues to 
pose a key challenge to security forces and 
civil society alike, leaving questions un-
answered as to how such narratives lead to 
the proposed resonance with some recipi-
ents, whereas others being exposed to the 
same content appear to be unaffected in a 
way in which they do not tend towards the 
path of violent extremism. 

When examining the questions of how 
such “frame resonance” works, which ex-
tremist content is appealing to which indi-
viduals and what kind of strategies appear 
to reach the desired impact (Logvinov 2017, 
86), it is essential to look closely into the 
mechanisms of narratives and the phenom-
enon for which nowadays the term “cyber-
propaganda” (Jones et al. 2015) is likely to 
be used. According to Jones et al. (ibid.), 
one key driver of the power of persuasion 
lying within extremist and terrorist activi-
ties online is their propaganda, which is 

constantly produced and reproduced in the 
digital space. In this sense, propaganda can 
be described as “information, especially 
of a biased or misleading nature, used to 
promote a political cause or point of view” 
(Propaganda, n.d.). The Internet alone is 
to be seen as a facilitator and catalyzer ra-
ther than an actual cause for an individual’s 
trajectory towards violent political activities 
(Meleagrou-Hitchens/Kaderbhai 2017, 19). 
Furthermore, contemporary studies have 
found that in many cases of digital media 
playing a key role in individual radicali-
zation processes, the Internet “allows in-
dividuals to seek material that they are 
interested in, and to reject that which does 
not support their worldview. The Internet 
can give the illusion of strength of consen-
sus” (von Behr et al. 2013, 27). Logvinov 
(Logvinov 2017, 87) hereby argues that re-
cent empirical fndings in German-speak-
ing countries seem to forget that a com-
prehensive analysis of the mechanisms 
and impacts of violent extremist narratives 
must not only include aspects of media and 
content which consider the Internet merely 
a communication space, but also focus on 
the importance of their recipients: specifc 
online content attracts specifc individuals 
and social groups, but do not seem to show 
any relevant impact on others. 

Considering this perspective, it can be 
argued that extremist narratives can only 
awake their power of persuasion when 
reaching a certain recipient, who in turn 
contributes to the desired impact through 
an individual reaction and the reproduc-
tion of their consumed online content 
on the cognitive and behavior level. The 
Internet therefore appears to provide a 
wider range of possibilities than “offine”-
relationships for violent extremist groups, 
while enabling rather than accelerating the 
process of radicalization. Evidence found 
in recent studies, however, suggests that 
certain events and developments occur-
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ring in the real world iteratively infuence 
and shape individual behavior online, 
which results in the Internet not containing 
the role of a substitute but rather comple-
menting the in-person communication 
through which extremist narratives are 
shared and internalized (von Behr et al. 
2013, 29; Neumann et al. 2018, 15). 

Taking this discussion about selective 
exposure of online extremist content fur-
ther, theoretical and empirical findings 
address this phenomenon as the emer-
gence of “echo chambers” in the digital 
space (Sunstein 2009) where extremist 
ideas and beliefs are confrmed and rein-
forced by like-minded individuals (Bobok 
2016; Schmitt et al. 2017, 17). This effect 
is to some extent shaped and facilitated by 
so-called “flter bubbles” (Pariser 2011), 
where opposing views and opinions are 
fltered out through personalization algo-
rithms which seem to automatically expose 
online consumers with content of their 
liking and interest (Schmitt et al. 2017, 18; 
Reinemann et al. 2019, 36). Considering 
that echo chambers consist of radical be-
liefs or behavior, their operative function 
appears to be linked to the degree to which 
an individual’s world in the digital space 
leads to a greater frequency of online ex-
posure to extremist messages in opposi-
tion to messages considered normative 
(Akers 1998). As a result, they ultimately 
promote the possibility that individuals are 
more likely to adopt extremist beliefs and 
behaviors to which they are exposed on a 
frequent basis. 

2. SIMILARITIES AND DIFFER
ENCES OF ISLAMIST AND RIGHT
WING EXTREMIST NARRATIVES 
Based on concepts and evidence-based 
studies in recent years, alleged parallels 
and differences between Islamist and right-
wing extremist narratives will be critically 
examined, including identifying key mes-

sages and themes, how cyber-propaganda 
is created and spread, and how it is made 
attractive to those who may act on it. 

Apocalyptic ideas and conspiracy 
theories 
Many Islamist and right-wing extremist 
groups apply various apocalyptic ideas and 
conspiracy theories, which they convey 
through their narratives both in the offine 
and online world by predicting a civil war 
between cultures or races, and creating a 
dynamic with the same strategy of causing 
fear and hatred to provoke a polarization in 
society. Whereas organizations from the 
Islamist spectrum communicate the ideas 
of a final battle between believers and 
non-believers – as in the global ummah 
as victims of oppression vs. “the West and 
its allies” (Bröckling et al. 2018, 249) – 
right-wing extremists distribute their idea 
of the extinction of the white population 
through mass immigration and Islamiza-
tion of the West. However, when focusing 
on their theory of thinking, a difference in 
their approach certainly becomes evident: 
For Islamist groups, one of the most pro-
minent narratives which appears to have a 
substantial infuence on attracting potenti-
al members is that of utopia. Through the 
portrayal of seemingly only positive, idea-
lized facets of civilian aspects of life in the 
Caliphate, they create an appealing image 
of utopia in order to compensate their cur-
rent issues of being faced with questions of 
their legitimacy and the credibility of their 
claims (Neumann et al. 2018, 11). The 
focus on utopia and their constant enga-
gement in utopian events is of existential 
importance to Jihadist groups, as the Ca-
liphate “appeals to people not just because 
of its brutality, but because of the judicial 
order, economic plenty, religious piety and 
social justice that its propaganda promises 
countless times a day” (Winter 2015, 37). 
However, the overarching center of the 
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right-wing extremist and right-wing popu-
list narrative world, which can be consid-
ered the meta-narrative in this regard, is a 
dystopic scenario. The opposite of utopia 
is dystopia, which is a negative draft of 
the future. A bad and uncertain outlook 
of the future awakens fears and suggests a 
compulsion to act. It is a simple recipe and 
very effective: society is going downhill, 
the demise is near. The nation state will 
be abolished. This is the scenery along 
which the main narratives are built. The 
far-right conspiracy theory centers on the 
assumption that Europe’s white population 
is being systematically replaced by non-
European migrants. The aim of this con-
spiracy is the destruction of the white po-
pulation and “their” nation states (Baldauf 
et al. 2017). 

Their emotionally charged enemy con-
stellations towards a certain group increase 
their power of persuasion through terrorist 
attacks and other committed acts of vio-
lence from each side: both of them claim 
that their constructed enemy is an ultimate 
threat which is about to cause a confict 
between (allegedly) Muslims and non-
Muslims, and that a war of culture or race 
is unavoidable. A fair number of studies 
support this idea, their empirical fndings 
appearing to validate the view that there 
is a strong correlation in the rise between 
Islamism and right-wing extremism due 
to the ascertained increase of committed 
attacks within the same time period (Ebner 
2017). Certain groups from each side utilize 
the other’s committed acts of violence to 
legitimize their victim/perpetrator con-
stellations, to increase the effectiveness 
and credibility of their narratives and to 
justify their own violent actions against 
them. The interdependence between those 
different forms of group-focused enmity 
raises questions as to which factors have 
an impact on the rise of this phenomenon 
of “reciprocal radicalization” (ibid., 150). 

Dualistic worldview: in-group and 
out-group dynamics 
Taking into consideration the attempted 
explanations, both Islamist and right-
wing extremist groups aim to legitimize 
their dualistic worldview by framing a 
certain crisis in ways in which it afficts 
their in-group and was caused by a certain 
out-group, whereby the in-group provides 
its ultimate solution. Both follow similar 
patterns in their mobilization and recruit-
ment strategies, in which their production 
of propaganda plays a key role to achieve 
the resonance of their narratives. Any rele-
vant events and developments in society 
feed into their ideological frames and 
credibility. As a result, groups from both 
sides of the violent extremist paradigm 
frame the other’s terrorist attacks in a way 
in which they can be considered proof of 
their constructed images of the enemy. 
For right-wing extremists it is the alleged 
threat to their national and cultural ident-
ity being destroyed by foreign infltration, 
migration and Islamization. Islamists, on 
the other hand, frame acts of violence 
committed by individuals of right-wing 
extremism to be a war against their group 
of true believers and against the Islam. 
However, studies have illustrated that 
on both sides, a particular threat to their 
identity and culture is portrayed as not 
only coming from the outside, but also 
from within: Whereas right-wing extrem-
ism creates images of enemies from an 
“outside danger” against Europe’s white 
population, they claim that a threat also 
derives from political opponents with-
in their nation (Baldauf et al. 2017). In 
comparison, Islamist groups appear to 
convey that their enemy not only lies 
within the West and its allies, but also in 
the Muslim community, as they distin-
guish between true and false Muslims de-
pending on whether they live according to 
the “pure” Islam. 
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From this perspective, it can be argued 
that these co-existing narratives also share 
fundamental commonalities to lure vulner-
able young people into their organizations. 
In fact, they use the same strategies to 
pick up on their perceived individual or 
collective deprivation along the lines of 
identity and existential fears which have 
caused cognitive openings to alternative 
value systems (Meiering et al. 2018, 5; 
Ebner 2017). In doing so, they both ap-
pear to offer alternatives to perspectives 
which young people are lacking, provide 
non-complex explanations for perceived 
or existing issues, and convey promises of 
belonging, adventure, heroism and utopia 
through charismatic role models and their 
propaganda. Consequently, the solution 
they claim to represent often leads to a 
metaphoric or actual fght against or elimi-
nation of the enemy. In this regard, studies 
have found that right-wing extremists in 
Germany use the dominant co-existing 
themes of fear of terrorist attacks and 
the migration of refugees to give power 
to their hate-speech against Muslims on 
social media platforms. Terrorist attacks of 
the IS and other Jihadist groups are used 
to portray the Islam and all of its Muslim 
followers as aggressive and hostile, their 
committed acts of violence being inter-
preted as the Islamic invasion of Europe. 
The systematic agitation and hate crime of 
right-wing extremists against religious and 
ethnic minorities online, however, provides 
Islamists with a convenient platform to le-
gitimize their arguments and portrayals of 
evil and suffering caused by the West. Both 
sides of violent extremism utilize the increa-
sing fear, frustration and rage towards social 
conficts and the perceived injustice, which 
ultimately feeds into the conveyed victim 
narrative of their in-group and the demoni-
zation of the out-group by framing all inci-
dents of xenophobic violence as the valida-
tion of their group narrative and existence. 

Ideological frames and messages 
When speaking of this phenomenon of re-
ciprocal radicalization, which appears to 
be accelerated by promoting the sense of an 
enemy through the other violent extremist 
group, current empirical fndings move the 
attention towards the fact that Islamists 
and right-wing extremists spread their pro-
paganda in the form of a subculture, which 
gains more power when being framed as 
“counter culture” (Meiering et al. 2018, 7). 
In order to achieve this, they offer a shared 
system of meaning, values and lifestyles 
in opposition to mainstream culture. Both 
types of violent extremism have created 
a specifc language code while using key 
words to legitimize their hate-speech and 
enemy constellations – in the case of right-
wing extremists, for instance: “Vaterland” 
(homeland), “Volksverräter” (national trai-
tors) and “Lügenpresse” (lying press); in 
the case of Islamists, ummah, kuffa-r, or 
brothers and sisters of Islam. In addition, 
they have developed certain camoufage 
tactics through which extremist narratives 
and ideologies transported in images, videos 
and music allegedly play a minor role and 
are strategically covered with relatively 
unsuspicious terms. 

Instead of only aiming to formulate cri-
ticism and promote hatred against their 
constructed enemy in certain respects, 
however, both violent extremist groups 
appear to also put effort into offering a 
positive, alternative narrative in the form 
of acting as a reliable source of support 
and provider for a solution. When look-
ing at the previously stated findings, it 
can be suggested that right-wing extrem-
ists mitigate their ideological framing by 
disguising the actual hateful elements of 
their narratives with a positive connotation 
through elocution: for instance, xeno-
phobia will be replaced with “Heimat-
liebe” (love of one’s homeland). The con-
cept of “National pride” includes positive 
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narratives about homeland traditions and 
diffuse “original values”. A certain time 
is being constructed, in which values like 
family, pride, homeland and traditions had 
a very positive meaning. This includes 
also positive references to soldiers of the 
Second World War. These narratives are 
intended to paint a positive alternative 
draft to the threatening doom  (Baldauf et 
al. 2017, 15). Islamist or Jihadist groups, 
however, focus their positive narratives on 
the allegedly positive aspects of living in 
the Caliphate as well as on the heroiza-
tion and glorifcation of a warrior in Jihad, 
rather than showing the actual cruelty 
and other negative aspects of fghting in 
Jihad. Another tactic of achieving a higher 
resonance from young people is the stra-
tegic coverage of hateful messages along 
specific themes of the youth’s interest. 
Right-wing extremist groups, for instance, 
present themselves as being committed to 
the topic of animal and nature protection, 
which as a result attracts young people with-
out them realizing the ideological messa-
ges behind the online content on social me-
dia. The increasing effectiveness in their 
mobilization and recruitment strategies 
is also pursued through particular emo-
tionally charged themes: whereas right-
wing extremists rather focus on themes 
like Asylum and Migration or child abuse, 
Salafst individuals put more emphasis on 
conficts in which Muslim minorities are 
oppressed victims (Reinemann et al. 2019, 
28). With the emotionalization of these 
themes used in their narratives, they not 
only reinforce their constructed images of 
enemies by provoking in their recipients a 
feeling of threat within a certain group, but 
also achieve with the degradation of the 
other an upvaluation of their own group, 
and legitimize their existence and acts of 
violence. 

However, it appears that right-wing ex-
tremists and Islamists portray themselves 

as allies when declaring the same group 
as their enemy, (i.a. represented by their 
shared ideological thinking in terms of 
Antisemitism and hatred against Jews) 
which yet again is used as a tool of dis-
guise for right-wing extremists specifi-
cally to present themselves with an alleg-
edly liberal attitude towards the Islam 
(Meiering et al. 2018, 15). In addition, 
groups from both sides successfully create 
a linkage between the loss of one’s ident-
ity and modernity as well as universalism, 
multiculturalism and globalization. This 
ultimately leads to the possibility of not 
only radicalization within a group, but also 
the development of alliances between dif-
ferent radical groups. 

In this context, the Violent Prevention 
Network uses the term “remaining iden-
tities” (“Restidentitäten”) when arguing 
that, in case individuals are not able to 
develop successfully a social identity 
in the established system, they cling to 
something no one can take away from 
them: for right-wing extremists, it is their 
nationality, claiming that they are proud 
of being German; for Islamists, it is their 
masculinity or religious roots, claiming 
that they are proud of being a warrior and 
part of a religious community (ibid., 8; 
Mücke 2012). However, similarities in 
co-existing narratives between both types 
of violent extremism can also be found in 
regards to the construction of masculinity 
in certain respects. The most dominant 
element in their models of masculinity 
appears to be the portrayal of heroism which 
euphemizes violence and is constituted in 
a way in which it is to be seen as normal-
ized. As a result, both for Islamists and 
nationalists, gender narratives have the key 
function to illustrate their power and domi-
nation (Meiering et al. 2018, 21), but also 
to reclaim an identity that post-modern so-
ciety with their multiple identities and its 
indicated universalism cannot provide. 
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Reaching out to a young target 
audience: elements of pop culture 
Elements of pop culture are used by both 
sides of the violent extremist paradigm in 
their online propaganda to attract vulner-
able young people in particular. When 
examining the online propaganda strat-
egies of right-wing extremists, it becomes 
evident that the Internet affnity of right-
wing extremist groups is pronounced. 
Video clips, discussion groups and blogs 
are used as a central tool to spread right-
wing extremist messages online. The 
highly qualitative standard is especially 
illustrated in a dynamic, youthful appeal-
ing and professional optic of their web 
presence; borrowing elements from pop 
culture (references to computer games, 
movies, music) and references to youth 
cultures (e.g. Straight Edge culture) play 
an important role. Material, which is put 
online on websites like YouTube, Twitter 
or Facebook, without a clear right-wing 
extremist frame has the advantage of 
allowing to be published in an almost 
usual context for (juvenile) users (Busch 
2008). In doing so, right-wing actors are 
able to spread ideological ideas across the 
public virtual space and across the (media) 
mainstream as well. Right-wing extremists 
were quick to realize that they can connect 
young people’s lives with every day topics. 
For example, they use guest books and 
forums on unpolitical sides to spread their 
ideologies. They approach young people 
with innocuous topics in order to inter-
sperse right-wing propaganda gradually. 
This trend is pursued by right-wing ex-
tremist groups like the “Identitarian”: They 
try to lure young people with smoothed 
messages and unsuspicious terms, they 
stage small and provocative actions for the 
Internet and most importantly, they opt for 
an extremely stylish optic. A few activists 
are thus able to reach millions of users 
with well-cut and provocative video clips. 

In terms of Islamist groups, studies from 
German-speaking countries indicate that 
their narratives include elements which 
suggest an alternative youth culture as a 
whole in opposition to mainstream society – 
often symbolized and expressed through 
their lifestyle, dress code, language and 
music – as a provocative response of rejec-
tion to the West (Ministerium für Inneres 
und Kommunales des Landes Nordrhein-
Westfalen 2015, 36; Schmitt et al. 2017, 
11). In this context, many of the produced 
and distributed videos include elements 
from action movies and the “ego-shooter” 
perspective from videogames in a highly 
professional manner, offering young 
people the opportunity to play the role 
of a heroic warrior going on adventure. 
This portrayal is strategically linked with 
images of the oppressed ummah and the 
Islam as a whole, raising the effectiveness 
and resonance with emotionally charged 
connections and the need to take action. 
As a result, the illustration of the Jihad 
as being a fght to protect and save their 
people from the enemy constitutes acts of 
violence as a “good deed” to an extent to 
which even a heroic death and martyr be-
comes attractive in the eyes of many young 
consumers. With this emotionalizing strat-
egy, they highlight their positive role in 
opposition to the West which ultimately 
poses as the cause of the on-going war and 
suffering, and increase their power of per-
suasion among their young recipients by 
emphasizing the importance to actively 
engage oneself in the name of justice and 
the greater good (Schmitt et al. 2017, 13). 
The virtual space therefore provides a 
vehicle for luring vulnerable young people 
into their Islamist and Jihadist worldview 
by offering alternative lifestyles in oppo-
sition to mainstream society from which 
young people often feel alienated. 

The use of pop cultural elements to shape 
their narratives in accordance with their 
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young target audience is similar in struc-
ture, however, the messages they commu-
nicate appear to differ: Right-wing extrem-
ists tend to tell stories about national pride 
and cultural purity of the German nation 
and portray refugees, foreigners or the 
government as their enemies; Islamists 
and Jihadists produce traditional Nasheeds 
to market the Jihad and the idealized and 
glorifed image of a heroic warrior in the 
war against non-believers. In this context, 
alongside images, videos and texts, music 
plays a key role in the mobilization of 
vulnerable young people and in their intro-
duction to and adaption of violent extremist 
worldviews. Islamists and right-wing 
extremists seem to put a special emphasis 
on the production of music as a key tool 
to reach their young audience and create a 
linkage between their extremist narratives 
and the youth’s lifeworld (Reinemann et 
al. 2019, 17). In doing so, they hide their 
ideological messages behind the lines of 
their created lyrics, which leads to them 
transmitting hateful ideas, enemy constel-
lations, certain stereotypes and sometimes 
even fantasies of violence with hardly any 
of their consumers’ notice. 

Therefore, the centralized virtual life-
world of the youth is to be considered a 
space that opens the pathway of getting 
in touch with extremist actors and their 
distributed propaganda in various ways. 
Digital platforms are utilized to distribute 
their ideology and to reinforce their violent 
extremist narratives by mobilizing their 
followers and supporters to take action 
against their identifed cause of injustice 
or confict. Furthermore, both sides of the 
violent extremist paradigm have long ack-
nowledged the beneft of social networks 
when aiming to recruit new members 
through processes of persuasion and reso-
nance in online communication and infor-
mation exchange. By constantly adapting 
to the trends of stylization through cha-

rismatic and authentic role models, they 
attract and reach a higher resonance of 
their young consumers (Reinemann et al. 
2019, 32). 

3. CONCLUSIO 
Generally speaking, Islamists and right-
wing extremists deploy a highly profes-
sional and ideologically coherent media 
strategy to gain a presence in a digital 
environment in which humans constantly 
interact and share information with each 
other. It allows them to easily market 
their narratives to a global audience and 
reinforce them in order to continue pro-
jecting inf luence and resonance. The 
core narrative in their cyber-propaganda 
and its generative characteristics of so-
cial communications is the one creating 
an “us” against “them”‚ which secures a 
strong bond among the members while 
alienating them from mainstream society. 
Through the acceptance of these highly 
polarized worldviews and their narrow 
set of norms in the process of ideological 
framing, the uncertain individual search 
for identity and meaning receives simple 
answers. In addition, vulnerable young 
people are offered a comprehensive frame-
work of social norms, values and morals, 
which ultimately paves the way for decid-
ing to commit violent actions. By provok-
ing polarization, escalation and the facili-
tation of fear against “the other” with 
emotionally charged themes, they progres-
sively increase their power of persuasion 
and mobilize individuals to engage in the 
“war” against their declared enemy. It can 
be concluded that not only the inner dynam-
ics of co-existing narratives between these 
two forms of violent extremism share 
fundamental commonalities, but also rein-
force and complement each other by pro-
moting the sense of an enemy through the 
other group. These “bridge narratives” 
(Meiering et al. 2018) indicate that recipro-
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cated radicalization is not only provoked 
and infuenced by the construction of en-
emy images and the hostility towards each 
of these groups, but also by using similar 
ideological elements and narratives. While 
shaping their messages and frames in dif-
ferent ways depending on their own world-
view, they are intertwined through the 
interplay and parallels of their goals, stra-
tegies, tactics and narratives. They appear 
to fnd an inspiration also in each other in 
order to gain more power and legitimize 
their own existence. 

However, the number of empirical fnd-
ings on the actual impact of violent ex-
tremist narratives is fairly limited, which 
raises questions as to why the achieved 
resonance not always leads to the inter-
nalization of the transmitted ideology in 
their recipients. Further research is needed 
to explain the degree to which previously 
existing factors may infuence individual 
beliefs and views when being introduced 
to alternative value systems, such as a gen-
eral acceptance of violence (Reinemann et 
al. 2019, 35). As stated from the outset, the 
purpose of this article was not to offer a 

conclusive assessment of the totality of vio-
lent extremists’ online operations. Instead, 
it has restricted itself to illustrations of 
how violent extremist online propaganda 
is generated, spread and consumed; the 
dynamics of online interactions and re-
sonance of narratives; and media strate-
gies to inspire and recruit individuals to 
carry out actions on the group’s behalf. 
The discussed collection of fndings shall 
bring together various approaches to en-
rich the understanding of the increasing 
importance of current media ecosystems 
for Islamists and right-wing extremists 
to distribute their extremist propaganda. 
They appear to progressively focus on the 
connection between their online communi-
cation strategies and their offine activi-
ties in order to maximize their outreach 
and effectiveness of their narratives. This 
ultimately leads to the consensus that the 
Internet serves as a facilitator of rein-
forcing an individual’s own beliefs through 
the resonance and confrmation of like-
minded individuals, and a catalyzer of an 
individual’s trajectory towards various 
forms of violent extremism. 

Sources of information 

Akers, Ronald L. (1998). Social Learning 

and Social Structure: A General Theory 

of Crime and Deviance, Boston. 

Baldauf, Johannes et al. (2017). Toxische 

Narrative. Monitoring Rechts-alterna-

tiver Akteure. Monitoringbericht, Online: 

www.amadeu-antonio-stiftung.de/w/ 

fles/publikationen/monitoring-2017.pdf 

(26.08.2019). 

Bobok, Dalibor (2016). Selective exposure, 

filter bubbles and echo chambers on 

Facebook (Doctoral dissertation), Central 

European University. 

Bröckling, Micha et al. (2018). Kill Them 

Wherever You Find Them – Radicalizing 

Narratives of the “So-Called” Islamic 

State Via the Online Magazine Rumiyah, 

Journal for Deradicalization, Vol. Win-

ter (17) 240–294. 

Busch, Christoph (2008). Rechtsradikale 

im Web 2.0, in: Dittler, Ullrich/Hoyer, 

Michael (Eds.) Aufwachsen in virtuellen 

Medienwelten – Chancen und Gefahren 

digitaler Medien aus medienpsycholo-

gischer und medienpädagogischer Per-

spektive, München, 223–238. 

Ebner, Julia (2017). Radikalisierungsspi-

rale: Das Wechselspiel zwischen Islamis-

mus und Rechtsradikalismus, Wissen 

www.amadeu-antonio-stiftung.de/w


77 

.SIAK-JOURNAL1/2020

  

 

 

          

 

 

 

 

 

 

  

 

 

 

 

 

 

  

 

 

 

 

 

 

  

 

 

 

 

 

 

 

      

  

 

 

 

 

 

 

 

 

 

 

 

 

schafft Demokratie (Band 2) Schwerpunkt Dis-

kriminierung, 148–159. 

Jones, Nigel et al. (2015). The islamist cyberpro-

paganda threat and its counter-terrorism policy 

implications, in: Richet, Jean-Loup (Ed.) Cyber-

security Policies and Strategies for Cyberwar-

fare Prevention, 341–366. 

Logvinov, Michail (2017). Salafsmus, Radikali-

sierung und terroristische Gewalt: Erklärungs-

ansätze – Befunde – Kritik, Wiesbaden. 

Meiering, David et al. (2018). Brückennarrative – 

Verbindende Elemente für die Radikalisierung 

von Gruppen, PRIF Report (7), Frankfurt a.M. 

Meleagrou-Hitchens, Alexander/Kaderbhai, 

Nick (2017). Research Perspectives on Online 

Radicalisation: A Literature Review 2006–2016, 

London. 

Ministerium für Inneres und Kommunales des 

Landes Nordrhein-Westfalen (2015). Extremis-

tischer Salafismus als Jugendkultur. Sprache, 

Symbole und Style, Düsseldorf. 

Mücke, Thomas (2012). Deradikalisierungs-

t ra in ing,  Entlassungsvorbere i tung und 

Stabilisierungscoaching für ideologisierte 

Gewaltstraftäter – Das Violence-Prevention-

Network-Programm, in: DBH – Fachverband 

für Soziale Arbeit, Strafrecht und Kriminalpolitik 

(Ed.) Übergangsmanagement für junge Men-

schen zwischen Strafvollzug und Nachbetreuung, 

Norderstedt, 219–231. 

Neumann, Peter et al. (2018). Die Rolle des 

Internets und sozialer Medien für Radikalisie-

rung und Deradikalisierung, PRIF Report (10), 

Frankfurt a.M. Online: https://www.hsfk.de/ 

fleadmin/HSFK/hsfk_publikationen/prif1018.pdf 

(07.09.2019). 

Pariser, Eli (2011). The flter bubble: What the 

Internet is hiding from you, London. 

Propaganda (n.d.). Oxford Dictionaries. Online: 

http://www.oxforddictionaries.com/definition/ 

english/propaganda (25.08.2019). 

Reinemann, Carsten et al. (2019). Jugend – 

Medien – Extremismus. Wo Jugendliche mit Ex-

tremismus in Kontakt kommen und wie sie ihn 

erkennen, Wiesbaden. 

Schmitt, Josephine B. et al. (2017). Rechtsextreme 

und islamistische Propaganda im Internet: 

Methoden, Auswirkungen und Präventions-

möglichkeiten, in: Altenhof, Ralf et al. (Eds.) 

Politischer Extremismus im Vergleich, Schriften-

reihe Politische Bildung der Konrad-Adenauer-

Stiftung, Band 3, Berlin, 171–208. 

Sunstein, Cass R. (2009). Going to extremes: 

How like minds unite and divide, New York. 

von Behr, Ines et al. (2013). Radicalization in the 

Digital Era: The Use of the Internet in 15 Cases 

of Terrorism and Extremism, Cambridge. 

Winter, Charlie (2015). Documenting the Virtual 

Caliphate, London. 

Further literature and links 

Abou, Taam et al. (2016). Kontinuierlicher 

Wandel. Organisation und Anwerbungspraxis 

der salafstischen Bewegung, HSFK-Report (2), 

Frankfurt a.M. 

Awan, Imran (2017). Cyber-extremism: Isis and 

the power of social media, Social Science and 

Public Policy, 54 (2), 138–149. 

Benford, Robert D./Snow, David A. (2000). 

Framing Processes and Social Movements An 

Overview and Assessment, Annual Review of 

Sociology (26), 611–639. 

Berger, Jacqueline M. (2017a). Extremist Con-

struction of Identity: How Escalating Demands 

for Legitimacy Shape and Defne In-Group and 

Out-Group dynamics, The International Centre 

for Counter-Terrorism – The Hague (8) 7. 

Berger, Jacqueline M. (2017b). Deconstruction 

of Identity Concepts in Islamic State Propa-

ganda. The International Centre for Counter-

Terrorism, The Hague, Online: https://icct.nl/ 

wp-content/uploads/2017/06/bergerjm_decons 

tructionofslamicstatetexts.pdf (02.09.2019). 

Conway, Maura (2018). Violent Extremism & 

Terrorism, VOX Pol. 

Günther, Christoph et al. (2016). Dschihadis-

tische Rechtfertigungsnarrative und mögliche 

Gegennarrative, HSFK-Report (4), Frankfurt a.M. 

Hardinghaus, Christian (2014). „Der ewige 

Jude“ und die Generation Facebook: antisemi-

tische NS-Propaganda und Vorurteile in sozialen 

Netzwerken, Marburg. 

https://icct.nl
http://www.oxforddictionaries.com/definition
https://www.hsfk.de


78 

.SIAK-JOURNAL 1/2020

 

 

 

 

 

 

 

 

 

 

  

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Huey, Laura/Peladeau, Hillary (2016). Cheering 

on the Jihad: An Exploration of Women’s Par-

ticipation in Online Pro-Jihadist Networks. The 

Canadian Network for Research on Terrorism, 

Security and Society, Online: http://www.tsas. 

ca/wp-content/uploads/2018/03/TSASWP16-07_ 

Huey-Peladeau.pdf (27.08.2019). 

Ingram, Haroro J. (2016). A Linkage-Based Ap-

proach to Combating Militant Islamist Propa-

ganda: A TwoTiered Framework for Practitioners, 

The International Centre for Counter-Terrorism – 

The Hague 7 (6). 

Kellershohn, Helmut/Kastrup, Wolfgang (Eds.) 

(2016). Kulturkampf von rechts. Afd, Pegida 

und die Neue Rechte, München. 

Milton, Daniel (2018). Down, but Not Out: An 

Updated examination of the Islamic State’s 

Visual Propaganda, West Point. 

Munoz, Michael (2018). Selling the Long War: 

Islamic State Propaganda after the Caliphate, 

CTC SENTINEL (11/10), 31–36. 

Pemberton, Antony/van Eck-Aarten, Pauline 

(2017). Narrative as a paradigm for studying 

victimisation and radicalization, Studies in Con-

fict & Terrorism, 1–16. 

Puttkamer, Michael (2004). Jedes Abo eine kon-

servative Revolution. Strategie und Leitlinien der 

,Jungen Freiheit‘, in: Gessenharter, Wolfgang/ 

Pfeiffer, Thomas (Eds.) Die neue Rechte, eine Ge-

fahr für die Demokratie?, Wiesbaden, 211–220. 

Ritzmann, Alexander (2017). The Role of Pro-

paganda in Violent Extremism and How to 

Counter it, Euromed Survey of Experts and 

Actors, Euro-Mediterranean Policies Depart-

ment (IEMed), Online: https://www.iemed.org/ 

publicacions/historic-de-publicacions/enquesta-

euromed/euromed-survey-2017/role_propa 

ganda_in_violent_extremism_how_to_counter_ 

Alexander_Ritzmann_EuromedSurvey2017.pdf/ 

(15.09.2019). 

Sageman, Marc (2008). Leaderless Jihad, Phila-

delphia. 

Salzborn, Samuel (2015). Rechtsextremismus: 

Erscheinungsformen und Erklärungsansätze, 

Baden-Baden. 

Salzborn, Samuel/Maegerle, Anton (2016). Die 

dunkle Seite des WWW. Rechtsextremismus und 

Internet, Zeitschrift für Vergleichende Politik-

wissenschaft (2), 213–131. 

Tsfati, Yariv/Weimann, Gabriel (2002). www. 

Terrorism.Com: terror on the Internet. Studies in 

Confict & Terrorism 25 (5), 317–332. 

Wamper, Regina et al. (2010). Rechte Diskurs-

piraterien. Strategien der Aneignung linker 

Codes, Symbole und Aktionsformen, Münster. 

Winter, Charlie (2017). Media jihad: The Islamic 

State’s doctrine for information warfare, 

International Centre for the Study of Radicali-

sation, Online: https://icsr.info/wp-content/ 

uploads/2017/02/ICSR-Report-Media-Jihad-

The-Islamic-State%E2%80%99s-Doctrine-for-

Information-Warfare.pdf (03.09.2019). 

https://icsr.info/wp-content
https://Terrorism.Com
https://www.iemed.org
http://www.tsas

	Steinek
	SIAK_1-2020_S68-78_Steineck



